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CYBER CRIMES IN SAUDI ARABIA
Summary
· The paper examines cybercrimes and cybercrime legislation in Saudi Arabia.
· It also speaks about different categories of cybercrimes that have become rampant in the Kingdom of Saudi Arabia.
· It shows different laws that have been enacted to deal with cyber malware.
· Besides, it shows methods used to collect data and their comprehensiveness.
· Finally, it gives recommendations on what can be done to deal with these crimes.
Introduction
The internet was officially introduced in Saudi Arabia in the year 1997. This revolution in Information Technology led to an increased number of users and utilizers in the country. However, severe threats have followed the internet's utilization, and Saudi Arabia has experienced a lot of cybercrime attacks. The country has recorded many complaints on cases related to cyber-attacks, which is mostly brought about by a lack of knowledge on cybercrimes among the general population. Besides, attackers have found different ways of retrieving confidential information and clout to organize more Saudi Arabia attacks.
MAIN POINTS
Data Collection and analysis
Since the research involved cybercrimes in Saudi Arabia, we collected principal data from different lawful legislative websites. We found secondary data on the internet, newspapers, and journals, and other publications concerning cybercrimes in Saudi Arabia. Further, we also obtained information through administering questioners and interviewing Saudi Arabia Legal Cyber Security Officials. The data obtained was quite accurate, except some weaknesses can be experienced while evaluating the quality of data due to inaccuracies in the general obtained information. Such inaccuracies are brought about by a lack of publicly available official documents about cybercrime cases and attacks. 
Cybercrimes experience in Saudi Arabia
Saudi Arabia Anti-Cyber Crime laws define cybercrimes as any activities that involve the use of computers or their networks to violate people, organizations, or the government. Saudi Arabia has experienced many cybercrimes, which is mainly supported by the fact that there is a high rate of ignorance about cybercrimes by the general population. These cybercrimes are divided into different categories: crimes against the government, crimes against people, and property (Zolfi, Ghorbani & Ahmadzadegan, 2019).
Underneath the government, cybercrimes that occur are spasms on the nation’s autonomy and an act of violence.  Such cybercrimes include; hacking, cyber warfare and terrorism, accessing confidential information about the government, and pirating software. These attacks have mainly been made by opponents who try to overthrow the existing authority. Crime against property is virus transmission, computer sabotage, hacking, Intellectual property rights violation, and typo squatting. Finally, there are crimes committed against people, which can affect either a group of people or individuals. Those that affect groups include; attacks against Supervisory Control and Data Acquisition, Industrial Control Systems, and Distribution Control Systems (Nouh et al., 2019). 
These are Saudi Arabia's very important process administrative management in charge of important operations such as electric power broadcast, oil and gas pipelines, and water treatment. Cyber-attacks committed against individuals include stalking and harassment, human trafficking, cyberbullying, distribution of child pornography, and identity theft. All these cybercrimes cause alterations to the designed system and can be fatal or cause injury to a person's or a country's image if not controlled. It can also cause considerable damage to the county's economy. Below is a graph showing how cybercrimes have affected Saudi Arabia's economy (Ali, 2019).
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However, to understand this concept of cybercrimes well, MOI remits questions that we must ask ourselves (Alqurash et al., 2020). These include;
i. How knowledgeable is the general population in Saudi Arabia concerning cybercrimes?
ii. What is the degree of cybercrimes in Saudi Arabia, and what strategies are being taken to deal with the crimes?
iii. How effective are the laws that have been put to deal with cybercrimes?
iv. What are the pros and cons of the systems that have been put in place to deal with these problems, and who are responsible for their success or failure?
Cybercrime laws
These are laws that are designed to protect people using the internet from cybercriminals. Due to the high number of cybercrimes in Saudi Arabia, the Anti-cybercrime act was passed to combat the IT system's threats (Abu-Taieh et al., 2018). This act contains different articles with a list of various cybercrimes and a punishment for each. For example, cybercrimes such as spying and defamation are punished by a jail term of not less than one year or a fine of 500,000 Riyals. These laws have kept criminals at bay and helped to deal with malware attacks. Digital evidence is also accepted in Saudi court as transparent evidence against cybercrimes, and the National Center for Information Security has also been established to educate people on cybercrimes. 
Recommendations
The Saudi Arabia government should increase public knowledge about cybercrimes as lack of knowledge has proved to be the most significant contributor to these crimes. Also, more official documentation on cybercrimes should be made public to make it easier to obtain such crimes. Finally, the government should stiffen cybercrime laws and offenders given corporal punishments (Paul & Aithal, 2018). Failure to do this may lead to a dangerous rise in numbers of cybercrimes, and this will have a bad effect on the country
Conclusion
Generally, the research done in Saudi Arabia clearly shows that cybercrimes are mostly brought about by a lack of knowledge among people on cyber malware. Although a lot is already being done to end these crimes, the government should increase education to combat these threats.
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